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1

Introduction

1.1 Introduction

Project assurance is a fundamental part of effective project governance. The
project audit is the means to provide that assurance and enables the sponsor to
have confidence that the governance is working and that the project is being
managed as intended. There is currently a considerable amount of information
relating to the assurance of projects and programmes, and why it is important.
This guide seeks to demonstrate how to plan and undertake a comprehensive
audit of a project, thereby providing that assurance:

The guide seeks to explain the role of an audit, how it could be planned and
undertaken, the degrees of assurance that'can be given, and how project audits
can be aligned to organisational governance. Although the guide acknowledges
the need for project audits to be integrated with the works of other assurance
providers (particularly technical and quality audits) a project audit is a stand-alone
process aimed at the three mainrolesinvolved in.a project.

The three main roles involved in project audits are:

Role Description

Organisation board/audit committee/ Those who schedule the project audit and
sponsor/other stakeholders receive the audit findings
Project team Those whose project is being audited, with

whom the auditors interact

Project auditor(s) Those who undertake the audit, and report its
findings and make recommendations

For any audit to be successful and provide value to all parties, these three
main roles must work together and understand each other's function in the
process.

As is common in all projects it is vital that there is a recognition that people
undertaking different project roles may have differing interests and perceptions
about project outputs, progress and the various stakeholders. This guide therefore
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refers to how audits relate to the various responsibilities within a project and how
to apply the processes associated with auditing in a project context taking project
responsibilities into consideration. These processes include: the development of
an annual audit plan; choosing the auditor/audit team to undertake the work;
developing an audit programme; performing, closing, and reporting the audit;
and undertaking follow-ups.

1.2 Purpose of the guide

This guide is principally intended for use by project auditors in developing an
audit approach to the review and assurance of projects. However, it is also
intended to be of value to anyone involved inthe managementand administration
of projects, as it records areas of project risk,.and identifies audit evidence and
practices. The guide will also indicate those aspects of a project which the
auditors may choose to review, and how the audit will be performed.

This guide is not intended to provide step-by-step instructions on how to carry
out audits on any particular type of project; rather, it will provide guidance which
can be adapted by the user to the circumstances of their own projects. The audit
can then be planned; performed and reported‘on, and based on the auditor's
preferred approach, adapted to suit the particular project discipline.

In section 2:2:1,-and expanded in Appendix 1, the guide proposes some
elements and-areas of interest for review by project auditors, together with the
risks and-expected controls to manage those risks. These elements do not form
an exhaustive list so it is recommended that further assessment by the project
auditor is alwaysnecessary to decide upon areas of focus before a project audit is
undertaken.

1.3 Structure of the guide

The guide focuses onthe various aspects of project audits, to answer the following
three questions:

= Whatis an audit? (And how an audit differs from other assurance methods.)

= Why do we undertake project audits?

= How should a project audit be planned, performed, evaluated,
reported, and followed up?
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Introduction

This guide covers the planning of project audits (Section 2.1); suggested elements
of a project which are to be reviewed (Section 2.2.1 and Appendix 1); evaluation
and reporting (Section 2.3); and follow-up processes (Section 2.4).

1.4 What is project auditing?

Auditing is defined by the Chartered Institute of Internal Auditors as 'an
independent, objective assurance and consulting activity designed to add value
and improve an organisation's operations. It helps an organisation accomplish its
objectives by bringing a systematic, disciplined approach to evaluateand improve
the effectiveness of risk management, control, and governance processes'.

In any audit, the auditor(s) perceives and.recognises the propositions before
them for examination, collects evidence, evaluates the same, and on this basis
formulates an opinion on the adequacy. of controls withinthe activity being audited.

Throughout this guide we use the term 'project'to mean 'a unique, transient
endeavour undertaken to achieve planned objectives’ (see APM Body of
Knowledge, 6th edition); the audit of programmes and portfolios will require
different techniques. Auditing of a project should be ‘seen in the context of the
definition of project, programme and.portfolio (P3) assurance set out in the APM
Body of Knowledge: P3 Assurance.is 'the process of providing confidence to
stakeholders that projects, programmes and portfolios will achieve their scope,
time, cost and-quality objectives, and realise their benefits'.

1.5 Principles of project audit

The APM publication A Guide to Integrated Assurance identifies the principles
governing project audit, which are those established for the provision of
assurance generally. Project audit should be:

= independent, and supported in this by the organisation board;

= accountable within a governance and reporting system;

= planned and coordinated as part of the organisation's management system;

= proportionate to risk potential and the assurance needs of stakeholders;

= risk-based, against an independent risk evaluation;

= abletoallowtheimpactofidentified weaknessesto be reported and addressed,
by follow-up and escalation.
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1.6 Project life cycle

The APM Body of Knowledge identifies four, and where appropriate five, phases
of a project life cycle:

= Concept: an initial idea is developed through production of an outline
business case and schedule. At this stage a project sponsor is appointed to
lead development of the idea, and to provide the answer to two questions:
= Is the project likely to be viable?
= Is it definitely worth investing in the next, definition phase?

= Definition: the preferred solution is identified and ways of achieving this are
refined. The project management plan (PMP) is developed. Approval of this
and the business case must be given by the sponsor before progressing to the
development phase.

= Development: the PMP is put into.action. The continuing viability of the
project may be assessed and reviewed at various stages throughout this phase.

= Handover and closure: the project outputs are handed over and accepted
by the sponsor on behalf of the users.

= Where appropriate, Benefits realisation: a:project'may include a benefits
realisation phase.

Throughout the phases of a project there should be provision for independent
audit to give assurance-to key stakeholders including the project sponsor and
executive board, of the likelihood that the objectives of the project will be
achieved.

1.7 Why do'we’ need project audits?

The giving of assurance to project stakeholders, including the organisation board,
through providing assessment of the likelihood of the project achieving its
objectives, is a fundamental aspect of project governance (see APM guides:
Directing Change — A Guide to Governance of Project Management, and A
Guide to Integrated Assurance). This assurance will cover the identification and
management of risk, evaluation of opportunities, and actions being taken to
realise those benefits on which approval of the business case was based.
Assurance also seeks evidence of effective controls and opportunities to increase

34641_00_FM to End-landscape.indd 4 @ 13/04/2018 14:42



Introduction

the likelihood of success of the project. The audit will consider among other
things the following elements (see also 2.2.1 below):

= project definition and requirements management;

= project organisation and governance;

= risks management;

= commercial, procurement and commissioning;

= configuration management, project change controls and the PMO;
= project planning and scheduling;

= performance and benefits management;

= stakeholder management and communications;

= organisational capability and culture;

= social responsibility and sustainability.

1.8 Who should use the guide?

1.8.1 The project sponsof

The sponsor must ensure that their ‘projects: or programmes meet the
organisational requirements. The ‘'sponsor can.use the audit function to assist
them in meeting these needs by understanding the scope of audits available to
them, and by.selecting specific audits'that address the projects' risks and also
take into consideration the position in the project life cycle.

In relation to audits they are responsible for liaising with the audit team in
planning a programme of project audits; providing support to the audit team; and
ensuring that remedial actions are implemented.

1.8.2 The project team

Delivery of the project and of its ability to achieve the expected outputs and
outcomes is the responsibility of the project team. In doing this the project
is expected to provide assurance and comfort to the wider organisation that it
is being delivered in a structured and controlled manner and in accordance
with organisation protocols including controls, systems and procedures. Project
audits are a principal way for organisations to review and assess that their
projects, programmes and portfolios will deliver the expected outcomes and
benefits.
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Inrelationto audits, the projectteamis responsible for ensuring data, information
and staff are available to participate in the audit; responding to audit findings; and
resolving any issues arising.

1.8.3 The project auditor

The auditor is not only responsible for undertaking the audit and reporting the
findings. They also undertake a key role in working with the sponsor and project
community in the management, communication and scheduling of audits across
the organisation.

The responsibilities of the auditor in relation to the audits include identifying
the risks to be reviewed; planning and carrying out the audit; and reporting to the
project sponsor on findings made and overall rating of the audit as defined by the
organisation's audit function.
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Project audit process

In terms of auditing techniques, a project audit is no different from any other
form of risk-based or compliance audit. However, unlike other types of audit,
the range of topics, disciplines and risks to consider for audit can be wide-
ranging. Without careful planning, the scope of a project audit can become too
broad to manage or lack sufficient depth to find the real issues.. As a result,
auditing a project may be broken down into several audits (each with a distinct
purpose) over the lifetime of a project. Auditors.with a specialist background/
discipline may be engaged at different stages e.g. an engineer to audit the
design elements of the project; an._environmentalist to cover environmental
compliance and sustainability; a health and safety expert to see that facility
design and construction is safe, etc. Such experts may come from different audit
and assurance providers within/outside the organisation. The challenge for the
organisation (and the project sponsor) may then be to manage and integrate (see
APM: A Guide to Integrated Assurance) all of these audit interventions to ensure
that the project is'not. overwhelmed, there is no duplication and each audit
adds value.

Based on-APM'’s five phases of the project life cycle (concept; definition;
development; handover and close; and if required, benefits realisation)
the ‘current phase of the project should be determined prior to starting the
audit as this will allow the auditor to focus the audit programme/questions
to the priority-areas of the project. During the project audit, various project
areas will be assessed to ensure adequate controls are in place. These project
areas change in priority throughout the project life cycle. For example, the
priority of assessing.controls for developing the business case development
is higher at Concept stage than it would be at the Handover and Close
phase, and the priority of assessing the controls around project closure would
be lower in the Concept phase than it will be at the Handover and Close
phase.
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2.1 Planning the audit

2.1.1 Audit prioritisation

Project audits should be prioritised within the context of the organisation’s annual
audit plan and the requirements of its audit committee. Project audits should be
planned on the basis of risks to the organisation and to the project.

2.1.2 Choosing the audit team

Conducting a project audit is a specialist skill, so at least one influential member
oftheauditteam should have knowledge and experience of aprojectenvironment.
The size of the team should be appropriate to the scale and risks faced by the
project and the requirements of the audit programme. Most organisations which
are developing projects will have access tothis skillset, which need not necessarily
be held by an experienced auditor; such people could be managed by an
experienced audit supervisor. The audit team should have access to specialist
technical skills e.g. quality assurance, and should bear in mindthe organisation's
appetite for integrated assurance.

2.1.3 Information gathering

This table below:is an example of a format that could be used to record relevant
information forthe audit. The listis not exhaustive and can be amended or adapted:

Background information Results

1 | Project name/reference

2 | Brief description of the objectives of the project and any
relevant notes<Record any information here that will
help in assessing risk areas for audit

Project value (total)/(this year)

4 | Appropriate (outline or full) business case approved/
date/value

5 | Agreed project audit scope, objectives and name/
reference

6 | Project governance arrangements including project
sponsor, project manager and project team

7 | Project management arrangements
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Project phase (Inception, Feasibility, Development,
Delivery, Close-out)

Overview of project controls including change controls

10

Project Management Plan (PMP) and Project Initiation

Document (PID) approved date

11

Project audit team details

12

Organisation policies and procedures to be used as
basis for project audit

13

Extent of PMO support required including
management, cost and financial reports

14

Risks from corporate and project risk registers, and
additional risks from discussion with stakeholders

15

Project and organisation risk management and
mitigation measures

16

Integration with other assurance providers

17

Alignment of project with corporate strategy

18

Risk-based audit programme and.schedule

19

Audit reporting details including timetable

20

Significant stakeholders (including theirinfluence
and interest)

21

Communications strategy

22

Arrangements to-hand overto next phase, stage or
client of project

2.1.4( Risk assessing'a project

The project risk register should be used as the basis of planning a project audit.
The risk register should be consistent with the organisation's own risk register
and its risk and opportunity appetite. This should be enhanced by discussion
with stakeholders on'risks they have identified but which have not been included
in the formal register; and on the auditor's own experience and discussion with
the project team.

2.1.5 The project audit programme

The project audit programme should be based on the audit scope and objectives,
agreed with the sponsor, or the organisation's audit committee. The audit team
should identify the risks to the project, and the controls and tests which are derived
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from these. The different phases of the project life cycle should lead to audit
programmes and tests appropriate to those phases, and to the nature of the project.

2.2 Fieldwork

The audit team should gather information and documentation, and talk to
key stakeholders including (as appropriate) members of the project team, the
procurement function and the supply chain. There should be an effective
working relationship with the project management office (PMO), to ensure that
information, documents and reports are readily available for ‘purposes of the
audit, including the procedures and policies which form the basis of evaluation.

2.2.1 Elements for review

The APM publication, Measures for Assuring Projects: APM Toolkit, identifies
10 key categories of criteria for.review, around which the project assurance
process should be based. We have drawn-on those categories stated within the
toolkit, as offering guidance to the identification of elements for review in carrying
out an audit of a project.In Appendix.1 this guide suggests some aspects of those
elements, togetherwith the associated risks and controls, which could be subject
to audit review where appropriate. In Appendix2 we have mapped across from
those elements we have identified for project audit and review, to the toolkit's
categories for'which assurance should be sought. The selection of elements
is not.intended to be exhaustive, nor to serve as a project audit checklist; and it
is expected that thisshould be adapted to reflect the circumstances of the project.
The elements which have been identified are:

1. Project definition and requirements management — clear and controlled
baseline requirements, objectives, success criteria, business case, terms of
reference, contracts and benefits realisation.

2. Project organisation and governance — the processes to align the interests
and strategic direction of sponsors and stakeholders.

3. Risks management — management of risks and opportunities through the life
cycle of the project.

4. Commercial, procurement and commissioning — procurement and contract
management, financial controls and engagement with commissioning
processes.

10
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5. Configuration management, project change controls and PMO — processes
and systems to administer and control the project and changes to it.

6. Project planning and scheduling - appropriately detailed execution
strategies, plans and schedules.

7. Performance and benefits management — to provide assurance that the
benefits stated in the business case can be delivered within the resources
made available.

8. Stakeholder management and communications — all stakeholders affected
by the project have been identified and are appropriately involved.

9. Organisational capability and culture — people, behaviours, teams and the
working environment including the organisation's culture.

10. Social responsibility and sustainability < managing the impact of project
delivery on the social, physical, ecological and economic environment
including health and safety.

2.3 Evaluation and reporting

In concluding the audit, the project will need to be evaluated against a clear set of
criteria which the organisation expects. It will enable the sponsor to assess the
likelihood of a successful outcome from the projectand to develop a clear set of
actions to address any matters going forward.

Provision-of assurance covers not only the investigation and reporting of
findings, ‘but-also includes the identification and implementation of actions to
address those findings. The auditor.will need to assess the findings made and
how critical these are to success of the project and risk to the organisation.

Reporting requirements will 'vary between and within organisations and
projects, but a:sound and useful technique is to rate the findings in accordance
with the agreed criteria, and to provide an overall evaluation score for the project.
Such clear criteria offer benefits to the sponsor, and the audit and project
teams in that consistency and rigour of approach will support objectivity in the
audit process.

2.3.17 Evaluation

The overall evaluation of the project will often be directed towards the project
sponsor, and the requirement to address the individual issues will be held within
the project team.

1
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The number of issues identified and their ratings will then determine the
overall rating given to the project. There are numerous methods to rate findings
and evaluate projects, but the basic idea is to use a grading score to rank each
audited element and indicate the extent to which the project has performed.

One method of grading used extensively to measure performance is the 'traffic
light' system of three ratings: red/amber/green (RAG). During project audits it
may be more appropriate to use four or five ratings, with additional definitions
and next steps. Definitions of RAG will depend on project and reporting
requirements; the traffic light technique is used by many assurance providers
and can be tied to reporting of the achievement of key performance indicators
(KPIs). One definition of the ratings is:

= Red: there are significant issues with the project (such as tolerances set by the
board for cost, time or quality have been exceeded). The matter should be
escalated to the sponsor and project board immediately.

= Amber: a problem has had a negative effect on project performance but
can be dealt with by the project team. One aspect of project viability is at
risk but is within agreed tolerances. The sponsor and project board should
be notified.

= Green: the project is performing.to plan. All'aspects of project performance
are within tolerance. No action is.needed.

2.3.2 Reporting

Individual organisations have their own reporting requirements, including who
should receive the report, who has responsibility for responding to it and to
what timescale, and who will be tasked with implementing its findings and
recommendations. Provision should be made to issue the report in line with the
agreed timetable, or sooner if circumstances require this. As some of the content
of the report may be commercially or otherwise sensitive, this should be borne in
mind in circulation and distribution of draft and final reports.

Following a close-out meeting with auditees, the preliminary report should be
prepared and internally reviewed before issue to those auditees and other
stakeholders for comment on findings and recommendations.

Importantly, responses may indicate that the organisation is willing to accept a
degree of project risk greater than that on which the audit was based.

The final report, which should contain the evaluation rating based on
the responses received, should be distributed in accordance with the

12
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Project audit process

requirements of the agreed audit plan. The final report should also be issued
to the organisation's audit committee.

2.4 Follow-up

Follow-up is the final element of the audit process, in which the audit team
confirms that the sponsor and project team have implemented the agreed actions
to address identified project risks and issues. This can be confirmed by monitoring
the implementation process, or by accepting a formal statement from the sponsor
or project team that the recommended actions have been carried out.

2.5 Benefits evaluation

Where the scope of the project auditincluded evaluation or auditing of outcomes
on which approval of the business case was based (the benefits realisation phase
of the project life cycle), a separate audit process will be required. This will seek
to compare recorded benefit outcomes.against those proposed in the business
case through the use of defined benefit measures, normally by quantitative
methods. The organisation should normally have a benefits evaluation process
by which it is able to-carry out such evaluation.itself without instructing the audit
team to do so:

2.6 ‘Legacy and lessons learned

The organisation may operate a legacy programme, to capture the intellectual
capital within a project before the project team is disbanded. A notable example
is the Learning Legacy programme developed by the 2012 Olympic Delivery
Authority: this is open to everyone, to share knowledge of construction and
event organisation. The results of project audits can provide valuable reference
points for the organisation's legacy and lessons learned process. The audit team
should be aware of the organisation's requirements for confidentiality if involved
in the legacy and lessons learned process.

13
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Matrix of element-based
areas of review,
risks and controls
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Appendix 2

Comparison of project
audit elements for review,
with assurance measures
toolkit categories

(see para 2.2.1)

Project audit elements

Element Description Comparable toolkit

criteria — ref:

1 Project definition and requirements management — clear .| 1 Client and scope
and controlled baseline requirements, objectives, success
criteria, business case, terms of reference, contracts and
benefits realisation.

2 Project organisation and governance — the processes to 10 Governance
align the interests and strategic directionof sponsors and
stakeholders.

3 Risks management — management of risks and 2 Risks and
opportunities through the life.cycle of the project. opportunities
4 Commercial, procurement and commissioning 5 Supply chain

management — procurement and contract management,
financial controls and engagement with commissioning
processes.

5 Configuration.management, project and change controls | 6 Solution
and PMO - processes and systems to administer and
control the project and changes to it.

6 Project planning and scheduling — appropriately detailed | 3 Planning and
execution strategies, plans and schedules. scheduling
7 Performance and benefits management — to provide 9 Performance

assurance that the benefits stated in the business case can
be delivered within the resources made available.
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A Guide to Project Auditing

Description Comparable toolkit

ia — ref:
Stakeholder management and communications — all 1 Client and scope;

stakeholders affected by the project have been identified
and are appropriately involved.

10 Governance

Organisational capability and culture — people, 4 Organisational
behaviours, teams and the working environment capability and culture
including the organisation's culture.

10

Social responsibility and sustainability — managing the 8 Social responsibility
impact of project delivery on the social, physical, ecological | and sustainability
and economic environment including health and safety.

Toolkit criteria

Criteria Description

1

Client and scope - clear and controlled baseline requirements, objectives, success
criteria, business case, terms of reference, contracts and benefits realisation.

Risks and opportunities — management of risk.and opportunity through the life
cycle of the project.

Planning and scheduling — appropriately detailed execution strategies, plans and
schedules.

Organisational capability and culture — people, behaviours, teams, processes,
systems and the working environment.

Supply.chain — procurement processes, engagement with, and capability of, both
the internal and external supply chain.

Solution — the deliverables and outcomes that meet the client requirements. This
includes product and/or service quality and the impact of the finished product or
service on the social, physical'and economic environment.

Finance — commercial management and administration.

Social responsibility and sustainability — managing the impact of project delivery on
the social, physical, ecological and economic environment; this includes health and
safety.

Performance — measuring all facets of performance against the baseline
requirements, variance analysis and management action.

10

Governance — the processes to align the interests and strategic direction of
sponsors and stakeholders.

Criteria are taken from the APM publication, Measures for Assuring Projects: APM Toolkit (2016)
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